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MANAGING RISK AT SUNCORP
Managing risk is a key contributor to Suncorp Group's success.
The Board and management recognise that an effective system of risk management plays a critical role in the
setting and achievement of Company objectives. Suncorp has systems, structures, policies, processes and
people in place to identify, measure, evaluate, monitor, report and control or mitigate all internal and external
sources of material risk.
Effective risk management at Suncorp is driven by:


a risk management framework where the business takes accountability for risk management and owns its risk
decisions



an independent risk management function that advises and challenges the business in its risk taking



monitoring of Suncorp’s risk maturity and targeted actions to continually lift risk management capability



inclusion of risk management outcomes in the assessment of performance



a robust ‘risk appetite’ that sets out the nature and degree of risk the Board is willing to accept in pursuit of
Suncorp Group’s business objectives.

1.

SUNCORP GROUP ENTERPRISE RIS K MAN AGEMENT FRAMEWO RK

Suncorp operates within an enterprise risk management framework (ERMF) which lays the foundation for all risk
management and demonstrates Suncorp's commitment to effective risk management as a key element of
business success. The ERMF will continue to evolve in support of Suncorp’s strategy and operating
environment. The framework:


links risk appetite to strategic business and capital plans



supports a risk-aware culture



sets out accountabilities and governance arrangements for the management of risk within the ‘three lines of
defence’ model



establishes processes to identify and manage risk on an ongoing basis



enhances business risk based decision-making.

The ERMF was reviewed in 2015/16 to satisfy the Board that it continues to be sound. Internal Audit
independently tests and verifies the efficacy of risk standards and compliance, validates the overall risk
framework, and provides assurance that it is functioning as designed. Internal Audit provides written reports to
both the Audit and the Risk Committees. The Risk Committee conducts an annual review and endorses the
framework for Board approval.
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The ERMF is summarised in the following diagram.

Suncorp Group’s organisational design shapes how risk is managed and is based on three principles:


Individuals are responsible for their actions and decisions.



Structures and processes are simplified, to make it easier to manage risks.



Each function has functional accountability for all aspects of the business, including those risks managed by
service providers.

1. 1 T HRE E LI N E S O F D E FE N C E
Risk at Suncorp Group is assumed within a controlled framework that assigns clear lines of responsibility for risk.
A ‘three lines of defence’ operating model of risk management accountability is in place with the clear
expectation that all business areas, as the first line, are responsible for the management of their risks.

The Risk and Legal function forms the second line and supports the business in its risk taking through advice,
monitoring and effective challenge. Internal and External Audit are the third line.
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RISK MAN AGEMENT PROCESSES

Suncorp Group aims to conduct its business in compliance with all relevant laws, rules, regulations, industry
standards and codes, internal policies and procedures, and having regard to accepted community and ethical
standards. It also acts promptly to correct incidents of non-compliance no matter how identified, including
determining whether a compliance failure is a breach that is reportable to a regulator.
As part of the ERMF, internal controls have been implemented across Suncorp to ensure appropriate risk
identification, measurement, management, monitoring and reporting. These controls support the proactive
management of risk, including the regular maintenance of risk profiles which provide the Board and management
with clear oversight of risk.
Managers complete a periodic due diligence attestation to confirm the status of compliance within their area of
responsibility. The compliance status, including actual and potential breaches, is captured in a Suncorp-wide
incident and risk system to ensure necessary stakeholders are aware of material matters affecting business
operations.
In accordance with APRA’s Prudential Standards, regulated entities must submit a risk management declaration
to APRA, signed by the Board annually, confirming the adequacy of the regulated entity’s risk management
systems. The risk management declarations are based on reports considered and reviews conducted by the Risk
Committee during the year and on the representations management provides to the Board and CEO & Managing
Director in regard to the adequacy of Suncorp Group’s risk management systems.
Policies and procedures have been developed to ensure open communications with regulators occur in a timely
manner including the referral of any material correspondence between Suncorp and regulators to the Board or
relevant Board committee.

3.

RISK APPETITE IS DEF INED AT BOTH SUNCORP GROUP AND
ENTITY LEVELS

Risk appetite is the nature and level of risk that the Board is willing to accept in the pursuit of strategic objectives.
There is a dynamic relationship between business planning, Risk Appetite Statements (RAS) and capital
management in achieving Suncorp Group’s strategic objectives. Risk appetite is articulated at both a Suncorp
Group and entity level, and forms part of strategic business plans.
Risk appetite is strategic, forward-looking, and intended to be easy to communicate and understood by all
stakeholders. Risk appetite informs policy, limits and delegation frameworks. Monitoring of Suncorp’s position
against the RAS is conducted regularly by the first Line of Defence with oversight by the second Line of Defence
and reported by the Chief Risk and Legal Officer to the Risk Committee every quarter. Escalation protocols are in
place within the applicable policies and frameworks that detail the steps to be taken, should a risk target range or
tolerance be exceeded.

4.

RISK CATEGORISATION AND POLICY-SETTING

The risks Suncorp Group manages include strategic, counterparty, credit, market, asset and liability, liquidity,
insurance, operational, and compliance risks.
Board and management-approved policies, delegations, authorities and limits are influenced by Suncorp Group’s
risk appetite. Policies, procedures, limits and other controls are in place for the Suncorp Group, legal entity or
functional level to manage these risks and align to the Board’s risk appetite, as depicted in the following table.
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STRATEGIC RISK MANAG EMENT

Management of strategic risks is the most fundamental business risk and is integral in the development of
strategy and the decision-making process for all business initiatives. Strategic risk threatens the viability of the
operating model and Suncorp’s strategic position, and emerges from changes in the external environment such
as the political landscape, regulation, technology and the actions of competitors that could impact a function or
the Suncorp Group’s performance.
Key threats to achievement of strategy are assessed by functions and overseen by the CEO and Managing
Director, Chief Financial Officer and the Chief Risk and Legal Officer through performance management
processes, including formalised quarterly review meetings.
The Board oversees:


strategic and emerging risks through regular reporting to the Risk Committee



monthly rotational ‘function in focus’ reports, and



regular ‘deep dive’ reports overseen by the Risk Committee.

As part of their three-year business plans, the functions have in place target risk maturity levels. These targets
help identify improvement areas and inform the remuneration framework, driving the link between risk
capability and business planning and importantly, further embedding risk awareness and optimal risk
management practices.

6.

INTERNAL CAPITAL ADE QUACY AS SESSMENT PRO CESS (ICAAP)

Suncorp has implemented an Internal Capital Adequacy Assessment Process (ICAAP) to determine the amount
of capital that should be held to protect the interests of stakeholders. In addition to establishing processes to
ensure the amount of capital that is held to support the risks of the relevant business (and its strategy) is
adequate, the ICAAP ensures that:


accountabilities for managing capital are clearly defined, both in normal operating conditions and in times
of distress



there is a clear articulation of the linkage between Suncorp’s business strategy and its risk appetite, and there
are adequate capital resources to support the strategy



appropriate capital targets and triggers are established to support the degree of risk associated with
Suncorp’s business plans and enable Suncorp to absorb unexpected losses that are in accordance with its
risk appetite



capital positions are effectively monitored and reported



key management decisions are based on a robust assessment of the relevant risk and capital
implications; and



contingency arrangements and capital restoration processes are in place, and reliably can be drawn upon in
times of distress.

7.

STRESS-TESTING

Risk management priorities include examining worst case scenarios and determining whether their
consequences are acceptable. This approach is adopted for all material risk types and is often achieved by
‘stress-testing’, which the Board and management use as a risk assessment tool to inform and support decisionmaking in respect of risk appetite and to test the adequacy of internal capital targets.
The stress-testing framework tests the resilience of Suncorp Group's capital buffer above the minimum
regulatory capital requirements, using clearly defined Suncorp Group and function-specific risk factors for a
range of scenarios over different timeframes.
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RISK BASED CAPITAL

Risk based capital (RBC) modelling is increasingly contributing to the ICAAP, and provides for the strengthening
of the link between risk, capital management and business planning. In particular, the RBC models:


are a key input in to reviews of internal capital targets



enable enhanced articulation of risk appetite, particularly in relation to capital and earnings volatility; and



assist in informing business decisions such as strategic asset allocation, the setting of optimal reinsurance
programs and product pricing decisions.

9.

RISK COMMITTEE – COMPRISES INDEPENDENT BO ARD MEMBERS

The Risk Committee provides the Board with oversight across the Suncorp Group for all categories of risk,
through the identification, assessment and management of risk and monitoring adherence to internal risk
management policies and procedures. The Risk Committee receives written reports from management on the
status of risk appetite, Suncorp’s current and emerging risk profile, and the effectiveness of the risk framework in
operation.
The Risk Committee (which met five times during 2015/16):


consists of five independent non-executive directors including the Board Chairman, Dr Zygmunt
Switkowski AO, as an ex officio member



is chaired by Mr Ewoud Kulk, an independent non-executive director with extensive experience in insurance
and risk management



has Ms Christine McLoughlin, Mr William Bartlett, and Ms Audette Exel AO among its members, all of whom
have an extensive understanding of risk management.

The Risk Committee undertook a review of the ERMF during 2015/16 and takes primary responsibility for
ensuring the Board-approved ERMF constitutes an appropriate and effective framework for risk management.
The Committee annually reviews and endorses the ERMF for Board approval, and oversights supporting
policies, internal controls and processes. The Committee also endorses or approves significant changes to the
ERMF, risk appetite, and risk management policies.
A summary of the key responsibilities of the Risk Committee is set out in the Risk Committee Charter, available
at suncorpgroup.com.au/about-us/governance.

10. RISK CULTURE
Suncorp’s risk culture is recognised as a core component of Suncorp’s overall culture. It is defined as the
aggregation of observed behaviours across all employees in the organisation arising from our shared values and
beliefs and shaped by symbols, systems and structures adopted by Suncorp.
It is recognised that Suncorp’s overall culture is underpinned by three core elements: Customer Culture, Risk
Culture and Performance Culture (refer to the following diagram).
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The relationship between these cultural dimensions is at the heart of Suncorp’s cultural health and collectively
these three dimensions shape the behaviour of our workforce and have a direct impact on all of our
stakeholders. Aligning these cultural forces results in lowering of conduct risk and maximising the outcomes for
our customers, shareholders and our workforce.
The Board and Senior Management recognise the importance of a positive culture (and risk culture), as well as
the aspects that are critical in shaping and maintaining a positive culture, including:


Culture starts from the top – senior leaders are critical in deciding on the systems and symbols, such as
reward systems and policies that drive appropriate behaviours and employee actions.



Culture is made manifest by the decisions and behaviour of all employees – Individual decisions and actions
taken by employees on a daily basis have an impact on the overall culture of Suncorp.



Culture is about doing the right thing in all situations and employees should always consider “What is the right
thing to do?” in any situation.



The Company’s purpose must motivate employees and drive a positive culture.



Culture must appropriately balance all key stakeholders – Suncorp’s customer-led strategy is a key focus, but
this must also be balanced with the importance of delivering shareholder value.



Suncorp’s actual culture is best understood by identifying and understanding the alignment between the three
core dimensions of the culture and by monitoring how Suncorp responds to and rectifies issues when those
dimensions are found to be misaligned (owning and fixing mistakes).



It is an ongoing process to understand and influence an organisational culture – It is not a ‘set and
forget’ exercise.
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11. SPECIFIC ACCOUNTABILIT IES FOR RISK MAN AGEMENT
Management has a mandate and an obligation to manage risk in accordance with the Board-approved RAS and,
more broadly, in accordance with Suncorp Group’s risk policies.
The Board has delegated to the CEO & Managing Director its authority to manage and supervise the day-to-day
operations and activities, including authorities and limits for key risks facing the Suncorp Group and the authority
to commit and make operational and capital expenditures.
The Board has authorised the CEO & Managing Director to further delegate authorities to individuals in
accountable positions. The CEO & Managing Director has discretion to delegate these authorities and limits to
management. Specifically:


The Senior Leadership Team (SLT) members are executives who report to the CEO & Managing Director
and provide executive oversight and direction-setting across Suncorp, taking risk considerations into account.



Each SLT member has end-to-end accountability for risks arising from their functional area.



The Chief Risk and Legal Officer, who is a member of the SLT, is responsible for promoting and supporting
risk considerations and is charged with the accountability for the ERMF and overall risk adequacy. The CRLO
reports to the CEO & Managing Director and has unfettered access to the Board.



All functional Chief Risk Officers have formal lines of accountability to the CRLO, and are part of the
functions’ management teams to provide guidance, support and challenge to the respective function’s Chief
Officer/SLT member and executive team, and promote a culture within the function that reinforces risk
management as core to business operations.



At management level, governance committees form an important part of the risk accountabilities model with a
number of committees comprising executives from both Suncorp Group and the functions. These committees
perform a valuable role in bringing together key subject matter experts to monitor and oversee elements of
the ERMF.

